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Abstract. In this paper we propose a light-weight, provable secure
smart card integration for the OpenPGP secure message format. The
basic idea is that the secret keys are stored on a smart card and never
leave it. We have integrated this new security approach into an enhanced
whiteboard, the digital lecture board (dlb). Existing whiteboards neglect
security mechanisms almost completely, even though these mechanisms
are extremely important to allow confidential private sessions and billing.
The primary application field of our concept are small and closed groups,
whereas the smart card serves to testify group membership. Our first im-
plementation supports the JAVA i-Button which provides an additional
hardware security.

1 Introduction

Video conferencing via the Internet has become more and more important during
the last few years, its application fields ranging from telemedicine to distributed
project meetings in global companies. Typically, a video conferencing system
combines several media types such as audio, video and whiteboard. A whiteboard
offers a shared workspace where slides can be presented to the conference group
and where documents can be edited by all participants. Besides audio, the white-
board is the most important instrument for sharing knowledge among distributed
participants for many application fields (e.g., distance education [EfGe98]). But
at the same time, the features offered by existing whiteboards often are not suf-
ficient for effective conferencing [GeEf98]. Shortcomings mainly concerned the
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user interface, media handling, and the collaborative services needed to sup-
port group interaction. To overcome the weaknesses of existing whiteboards, we
developed the digital lecture board (dlb) [Geye98].

One important issue we had in mind while designing the dlb was to develop
a security concept in order to protect sensitive information and to restrict access
to sessions [GeWe98,GeWe00]. In this paper we describe further enhancements
to the existing security mechanisms of the dlb in respect of both high security
and user-friendliness, especially for small and closed user groups (e.g., personal
decisions or business conferences).

The basic idea is to use the new JAVA card technology to provide a secure
place for the valuable secret keys that are used to encrypt/decrypt data. One
main advantage of JAVA card technology is the ability to load different appli-
cations and secret keys very easily. Thus, only one card for is needed different
sessions.

In our tests we used the i-Button resp. the JAVA Ring by Dallas Semicon-
ductor [Dall99], which provides a very high hardware security [BWL00].

We also present the integration of the two very promising, fast and free candi-
dates for the DES (Data Encryption Standard) successor Advanced Encryption
Standard (AES) Twofish and Rijndael. Additional, we have implemented for the
first time the new provable secure DES2X construction.

The remainder of this paper is structured as follows: after a brief description
of the main features of the dlb, we describe the security concept and the new
features of the dlb, especially the novel smart card protocols. We conclude this
paper with a summary and an outlook.

2 The digital lecture board (dlb)

Shared Workspace. The user interface of the dlb is depicted in Figure 1.
A document created with the dlb consists of an arbitrary number of pages,
whereas a page is composed of an arbitrary number of objects such as imported
postscript slides and images, graphical objects (e.g., circles, freehand lines, etc.)
and text. At a certain point in time exactly one page is displayed in the so—called
shared workspace. User actions on the shared workspace (drawing, pointing, etc.)
are generally visible to all participants of the session. Furthermore, a private
workspace allows the preparation of documents without interfering with the
ongoing session. Documents created within the public or private workspace can
be stored on disk in an SGML-like file format for later reuse.

Collaboration Tools. Because the number of communication channels nor-
mally used in a video conferencing environment is restricted, explicit collabora-
tive services are needed to organize a session and to increase awareness among
the participants. For example, technical problems occurring during a session
(e.g., bad audio quality due to packet loss) often result in one or more partici-
pants writing directly onto the displayed whiteboard page, thereby interrupting
the regular session. Furthermore, the designation of a speaker during a lively
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Fig. 1. User Interface of the dlb

discussion is awkward in a session with only one audio channel. And the video
quality is often not good enough to recognize facial expression or to see a raised
hand in a large audience. All these problems increase with the number of partic-
ipants. Therefore the dlb offers a variety of collaboration tools to support social
communication between the participants:

— The integrated chat may be used to discuss technical issues without disturb-
ing the speaker.

— With the help of the attention tool a participant can raise his/her hand to
announce his/her intention to speak.

— To create a common point of reference within the shared workspace a tele-
pointer is available.

— Voting allows additional feedback by polling opinions about certain session
criteria (e.g., presentation quality).

A more detailed discussion of collaborative services supported by the dlb can
be found in [Geye99] and [WeGe99].

Communication Model. The distribution architecture of the dlb is replicated,
i.e., each participant’s instance of the dlb holds a complete copy of the session
data. To maintain a consistent shared state, user events such as drawing and
writing are exchanged between all instances. The communication model of the
dlb is layered. The Whiteboard Transfer Protocol (WTP) is the application pro-
tocol of the dlb. WTP defines packet formats and the semantics for creating
graphical objects or pages, for telepointer data, etc. WTP packets are the pay-
load of Realtime Transport Protocol (RTP) packets [SCFJ96], a protocol that
was chosen for several reasons. The timestamps of RTP allow the synchroniza-
tion with other RTP-compatible data streams (e.g., audio, video). Furthermore



RTP makes it possible to use existing MBone recording systems. And RTP pro-
vides light-weight session control through RTCP. The security concept described
later on is compatible with the OpenPGP (OPGP) standard [Caea97]. OPGP
is an open internet standard that is compatible to the de facto standard Pretty
Good Privacy (PGP). The OPGP layer realizes the encryption/decryption of the
transmitted data, i.e., RTP packets are wrapped into OPGP packets. We then
use either unreliable UDP connections (e.g., for telepointer data) or reliable SMP
connections to transmit the OPGP packets. Scalable Multicast Protocol (SMP) is
areliable transport service developed in the context of the dlb project [Grum97].

Secure Communication. The well-known DES encryption algorithm, which
was originally designed for confidential, not—classified data, is used in many
applications today (e.g., electronic banking). The MBone whiteboard wb also
relies on DES for encryption. However, DES is not secure anymore since e.g.
the non-profit organization Electronic Frontier Foundation (EFF) has built a
hardware DES cracker [EFF98]. In recent years, novel algorithms that perform
better while being similar to the DES scheme have been developed [Weis98].

Due to the US export restrictions, export versions of many software products
have the DES encoding disabled. Thus, outside the U.S., the wb’s DES encryp-
tion feature has not been avaible for a long time. Moreover the source code of
wb is not publicly available which inhibits the evaluation or modification of the
cryptographic implementation. These security limitations of the MBone white-
board wb have stimulated the integration of modern encryption algorithms into
the digital lecture board in order to provide secure conferencing with a powerful,
collaborative whiteboard developed outside the US.

User—Orientated Cryptography. The dlb employs a flexible user—oriented
security concept that can be adapted to different user requirements. Users may
choose from predefined security profiles or customize their own security require-
ments. The choice may be driven, for instance, by legal issues, costs, required
level of security, and performance. We identify the following main profiles or user
groups: public research, financial services, and innovative companies.

Since users who work in public research often benefit from license—free em-
ployment of patented algorithms, we rely on the IDEA cipher. IDEA was de-
signed by Xueja Lai and James Massey. The algorithm has a strong mathemat-
ical foundation and possesses good resistance against differential cryptoanaly-
sis. Many cryptographers think that IDEA is the strongest public algorithm
[Schn96]. IDEA was the preferred cipher in PGP (Pretty Good Privacy) until
version 2.63. However, commercial users have to pay high license fees.

In the financial services business we find a strong preference for DES—based
systems. Since Single DES has been cracked by brute force attacks, we suggest
to use Triple-DES in this application field.

For innovative companies which are not afraid of new algorithms, we use
the novel, license—free algorithm CAST. Since January 1997, CAST is freely
available. CAST is the preferred cipher in PGP since version 5. The Canadian



government has evaluated and recommended the CAST-128 variation as very
secure [Adam98].

In addition to these predefined user profiles, we have implemented options
for full compatibility to PGP 2.63i, PGP 5.x and GPG [Koch98]. The "GNU
Privacy Guard” (formally known as G10) is a free PGP replacement that does
not rely on patented algorithms. GPG prefers Blowfish as symmetric algorithm.

3 New Symmetric Approaches

All the algorithms mentioned above are well tested and state—of-the—art in cryp-
tography. In this section we present some innovative approaches we have inte-
grated into the dlb.

3.1 DESX and DES2X

An inexpensive and effective technique to extend the key size of a cipher and
to frustrate brute force attacks is whitening. This is the use of a simple key-
dependent permutation, such as the bit-wise XOR (®).

DESX. A DES variant with whitening is DESX, which was invented by Ron
Rivest and is used by RSA Data Security Inc. in their BSAFE toolkit. DESX
takes two 64-bit whitening keys My and M; and a 56-bit DES-key L as its key:

DESX s, .11, (P) = DES, (P @& Mo) @ M;.

As proved by Kilian and Rogaway [KiR096], the DESX construction is sound.
Assuming that no new weaknesses of DES itself are discovered, and that the
attacker cannot learn an excessively large number of plaintext/ciphertext pairs
(more than 232 such pairs would qualify as ezcessive), the result from Kilian and
Rogaway implies that the attacker needs an amount of work which is infeasible
today (i.e. more than 28° DES encryptions). Note that the actual key size of
DESX is 184 bits!, while the effective key size is more than 85 bits.

DES2X. According to Moore’s law, computer hardware gets four times faster
every three years. For this reason, one may want to extend the effective key size
of DESX for long-term security. We have implemented DES?X [Luck98], which
combines whitening and double encryption. DES2X takes three whitening keys
My, M1, and M5 and two DES-keys L; and Ly and is defined by

DES2XM0,L1,M1,L2,M2 (P) = DESy,(DESL, (P ® Mp) ® M) ® M.
! For some applications, a 184-bit key may be too long. As was pointed out by Kilian

and Rogaway [KiR096], 120 bits of key size are sufficient to achieve the same level
of security: just set Mz = M (see also [LuWe00]).



3.2 Twofish

Twofish [Scea98] is the AES candidate of Bruce Schneier, John Kelsey, Doug
Whiting, David Wagner, Chris Hall and Niels Ferguson. Twofish is a 128-bit
block cipher with a variable-length key up to 256 bits. The cipher is a 16-round
Feistel network with a bijective F-function using four key-dependent 8-by-8-bit
S-boxes, a fixed 4-by-4 maximum distance separable (MDS) matrix over GF(2%),
a pseudo-Hadamard transform (PHT), fixed length and bitwise rotations (<<<).
The key schedule uses the same construction elements as the round function.

Twofish is carefully designed for high speed encryption on the Intel Pentium
family. A fully optimized version encrypts one byte in 18.1 clock cycles on an
Intel Pentium. We can use a variety of performance tradeoffs with respect to the
key schedule.

Twofish has a conservative design and all elements are well evaluated in many
research papers. This construction seems to provide a large margin of security.

3.3 Rijndael

Rijndael is the AES candidate of Joan Daemen and Vincent Rijmen [DaRi98].
Rijndael is not a Feistel cipher but a new structure of a Substitution-Permutation
Network. Rijndael is a member of the SQUARE family and offers both variable
block length and key size. We use the AES version with 128 bit blocksize, 128
bit key length and 10 rounds.

Rijndael uses a square scheme, combines an 8 x 8-S-box substitutions with a
MDS code oriented linear mapping and cyclic shift operations. The main criteria
for using these building blocks are resistance against know attacks (especially
Differential and Linear Cryptoanalysis), speed and code compactness on different
hardware platforms, and design simplicity.

4 A Flexible Framework for Highly Secure
Communication

Any security architecture is only as strong as the protection of its secret keys.
Thus one main problem is that there is no ”safe place” for secret information
for a computer that is connected to the Internet.

4.1 Smart Card is the Key

Many security-relevant applications store secret keys on a tamper-resistant de-
vice, in most cases a smart card. Protection of the valuable keys is the card’s
main purpose. Although in recent years some interesting cryptographic [Weis97],
and many very dangerous hardware [WKT97] attacks have been mounted, smart
cards provide much higher security than other storage systems [WBL00]. But
the physical limitations of smart cards make them typically much to slow for
high-bandwidth applications. Fortunately, remotely keyed encryption schemes



are designed to allow ”High-Bandwidth Encryption with Low-Bandwidth Smart
cards” [Blaz96]. (This is accomplished with the help of a fast but untrusted
host.)

This considerations leads to the following minimum requirements for a smart
card supported encryption protocol [Weis00] :

— The secret master key must never leave the card.

— The protocol has to be secure against a master key recovery attack.

— It must be infeasible to decrypt a ciphertext packet without breaking the
host cipher or the pseudorandom function on the card.

There are much stronger security models by Lucks [Luck97] (s.a. [Weis99b]), and
Blaze, Naor and Feigenbaum [BFN98]. But all of their protocols require a much
greater amount of operations on the host side and on the smart card system.
In the next section we present a very fast and easy to understand encryption
protocol.

4.2 OpenPGP Key Generation

In the Passphrase—Only scenario we use the StringToKey (S2K) of the OpenPGP
standard. The secret passphrase has to be distributed to the participants in
advance. This can be managed by means of secure mail (e.g., GNU Privacy
Guard), an alternative channel, or of course by public key cryptography. In this
subsection we discuss the two main StringToKey algorithms. These algorithms
are used to convert the user’s passphrase to a symmetrical encryption key.

Simple S2K. The Simple S2K algorithm directly hashes the string to pro-
duce key data: KeyData := HASH (Passphrase).

Salted S2K. The Salted S2K includes a 64 bit random number (”Salt”)
in the S2K specifier that gets hashed along with the passphrase string, to help
prevent dictionary attacks: KeyData := HASH(Salt||Passphrase).

4.3 Integrating Smart Card Support into OPGP

The key idea of our protocol is to send the result of the S2K algorithm to
the smart card. The card encrypts the message using the secret card key and
sends the result back to the host. The host uses this result as session key. The
smart cards with the longterm card key have to be distributed in advance. For
cryptographic details please refer to [Weis00].

4.4 Two-Attribute Authentification

It is surprising that the most secure scenario is very easy to integrate into the
existing whiteboard application. The main idea is quite simple and provides
very high security: ”To have something and to know something.” This strategy
is used, e.g., for getting cash with ones credit card: If somebody steals the card
the thief cannot get cash if she does not know the PIN. Similarly an intruder
who can read the passphrase is not able to encrypt messages if she has no access
to the card.
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Fig. 2. Simple Two—Attribute Authentification.

5 Smart Card—Only Construction

If we want to have a system that uses only a smart card but no user passphrase,
we choose a variation of the Trivial Host Card Encryption Protocol [Weis00].
The THCEP was designed by Weis in the context of video encryption schemes
[WeBo00] (s. Fig 3).

Fig. 3. Integration of JAVA i-Button with THCEP on CEBIT 2000 [WeBo00].

5.1 Trivial Host Card Encryption Protocol (THCEP)
Encryption Protocol

1. The host generates a random number r-bit R.
2. The host sends R to the card.
3. The card performs the pseudo random mapping F : {0,1}" — {0, 1}* using
master key M
S := Fy(R).



4. The card sends S back to the host.
5. The host encrypts the stream P using S as session key C := Eg(P).
6. The host sends {R, C} to the receiver.

Note that we can use a cheap "non-encryption” (e.g., a signature card) card to
implement the pseudo random mapping F' [Weis99a].

sending host receiving host

Pl 4
L7 <

Key Generator 1

2 ||
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Fig. 4. Trivial Host Card Encryption Protocol [Weis00]

Decryption Protocol

1. The receiver sends R to the card.
2. The card performs the pseudo random mapping F : {0,1}" — {0, 1}* using
master key M

S := Fy(R).

3. The card sends S back to the host.
4. The receiver decrypts the stream C' using the card’s response P = Eg'(C).

5.2 Integrating THCEP into OpenPGP /SmartCardOnly

Now we discuss the integration of THCEP into our OPGP framework. The
most trivial idea is to use a fixed, known passphrase together with the salted
S2K algorithm and the Two—Attribute scheme discussed in the last section. If
we have different random salts, even with a fixed passphrase different keys are
generated. But OPGP only uses 64 bit of random salt. Because of this fact we
generate random bits as the ”passphrase”. We transmit these random bits as a
user-specific OpenPGP packet.



6 Implementation and Experiences

All of the security profiles, ciphers and hash functions presented in section two
and three have been successfully implemented in C++ and Tcl/Tk. They are
available with the current version 1.8.3 of the dlb. User handling of these al-
gorithms is quite simple, since only a profile selection has to be done and the
correct passphrase has to be entered.

An implementation of THCEP was shown at the CEBIT 2000 in context
with the encryption of video streams [WeBo00]. The integration of the smart
card protocols is currently under way and should be straightforward, since only
minor changes of dlb code are necessary. Next step will be a field trial in a closed
group scenario such as a regular teleteaching lecture, preferably using i-Buttons
resp. JAVA rings (see Fig. 5).

Fig. 5. JAVA Ring and BlueDot receptor [BWL00].

7 Conclusion

The usage of smart cards as a storage device for the long-term keys offers two
major advantages: First, it increases the security since the master key is stored
on the smart card and never on the host. The i-Button, for instance, proves to be
reasonably resistant against both hardware and software attacks. Second, if the
smart card-only protocol is chosen, user-friendliness increases, since a participant
does not need to remember a personal key. This improves the security in two
ways. First, a key on the card can hardly fond by social engineering and, second,
a good random generator will generate a much better (higher) entropy than
humans.

Future work will target the successor of the dlb, the so-called multimedia
lecture board (mlb). Besides new security mechanisms and payment schemes
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(s.a. [WELOOb]), the mlb will integrate different media types such as presenta-
tion animations, HTML, audio, and video into a combined video conferencing
platform.
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