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Security Scenario

e Hosts can not be secure.

e Smart cards are pretty secure.

The secret key must NEVER leave the card.

Smart cards are also

e User-friendly

e " The key in your hand"”

but...



The Smartcard
Performance Problem

Performance of the
CRYPTOGRAPHIC FILE SYSTEM (CFS)

Scheme 4KB Block Encrypt | Bandwidth
Software-only 14 ms 2.4 Mbps
Smartcard-only 4100 ms 7900 bps

Pentium 90, 9600 bps smartcard connection [Blaze96].




Remotely Keyed Encryption

Scheme
plaintext
host card
O—n
ciphertext

Scheme 4KB Block Encrypt | Bandwidth
Software-only 14 ms 2.4 Mbps
RKEP 31 ms 1.0 Mbps
Optimized RKEP 19 ms 1.7 Mbps

Pentium 90, 9600 bps smartcard connection [Blaze96].




Lucks: RaMaRK (FSE’97)
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Weis: Improved RaMaRK
(IFIP Amsterdam ’'99)

+ interface compatible with RaMaRK
+ "Sessionkeys” depend on all plaintext bits
+ Secure against BFN online/offline attack

- Not BFN-pseudorandom



... use more hash!

multimedia stream
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Non-Encrypting Smartcards

e Take "Non-Cryptographic” JAVA Card.

e Use the built-in hash function for a Pseudo
Random Function.

e HMAC is easy to implement and offers a
huge margin of security.

HMAC uses a Hashfunction H as black-box

HMACk (z) := H(K ®opad||H (K ®ipad||z))



RFC2104

void hmac_md5(text, text_len, key, key_len, digest)

unsigned char* text; /* pointer to data stream */

int text_len; /* length of data stream */
unsigned char* key; /* pointer to authentication key */
int key_len; /* length of authentication key */
caddr_t digest; /* caller digest to be filled in */
{

MD5_CTX context;

unsigned char k_ipad[65]; /* inner padding - key XORd with ipad
unsigned char k_opad[65]; /* outer padding - key XORd with opad

unsigned char tk[16];
int 1i;
/* start out by storing key in pads */
bzero( k_ipad, sizeof k_ipad);
bzero( k_opad, sizeof k_opad);
bcopy( key, k_ipad, key_len);
bcopy( key, k_opad, key_len);
/* XOR key with ipad and opad values */
for (i=0; i<64; i++) {
k_ipad[i] "= 0x36;
k_opad[i] "= 0xbc;

}
/* perform inner MD5 */
MD5Init (&context) ; /*
MD5Update (&context, k_ipad, 64) /%
MD5Update (&context, text, text_len); /*
MD5Final(digest, &context); /*
/* perform outer MD5 */
MD5Init (&context) ; /*
MD5Update (&context, k_opad, 64); /*
MD5Update(&context, digest, 16); /%
MD5Final(digest, &context); /*

init context for 1 pass */
start with inner pad */
then text of datagram */
finish up 1st pass */

init context for 2nd pass */
start with outer pad */

then results of 1st hash */
finish up 2nd pass */



Hardware Security and
User-Friendliness

. are not fancy features!!!




Performance of our Schemes

time

Fast Bulk Encryption
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™ block size
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I-Button Performance

Unacceptable.

Protocol Steps RaMaRK | IRaMaRK
Communication time 2.470 2.470
Total 15.420 15.430

Stage 1 4.610 4.610

Local Calculation 6.200 6.210
Stage 2 4.610 4.610

Ta bIe 1: RAMARK and IRaMaRK Encryption for 23 MB blocks
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I-Button integration into
FreeS/WAN

Bakker, Weis, Lucks: How to Ring a S/WAN, SANE2000



C BIT2000
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File ncry tion

ettler ogk Weis

see also: Weis et al M 000 nschede
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